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Abstract: The article draws an attention to the analysis of specific juridical mechanisms that exist in the 

Ukrainian legislation, in relation to different types of information rights and freedoms, and the possibilities of their 

realization. The spectrum of informational rights and freedoms in Ukraine, and their fixation features in the 

Ukrainian legislation are studied. There are contradictory aspects in the mechanisms of realization of informational 

rights, and such contradictions may arise at the intersection of liberal freedoms and national security issues. The 

general conclusion is that it's not enough to make a list of rights and freedoms regarding information, its circulation, 

use, consumption, managing, protection, and so on. There's an obvious need to provide a set of appropriate 

mechanisms, in order to make all these rights available. Judicial protection is defined in the constitutional legislation 

of Ukraine as a self-sufficient mechanism for ensuring human rights and freedoms. Simultaneously, it is only one of 

the elements in the system for ensuring these rights. Taking into account the need of implementation of constitutional 

guarantees, it's impossible to ignore the primary role of the state executive bodies and local self-government. 

Everyday activities of these bodies must create necessary conditions for citizens to fulfill their rights and legal 

interests in the information realm. The realization of human and civil rights and freedoms takes place through the 

channels of executive power, in cooperation with civil institutions. And the judicial protection is applied in cases 

where a violation of the law has already occurred, while the main task of the executive branch of state power is to 

create conditions under which such violations will not occur, or will be minimized. 
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Introduction 

The Constitution of Ukraine, defining a set of 

human rights in the field of information, is based on 

international legal standards in this field and 

reproduces relevant provisions conceptually and 

substantively. The Constitutional provisions of 

Clauses 32 and 34 are key points to defining human 

rights and freedoms in the field of information in 

Ukraine. Particularly, the Constitution of Ukraine 

defines the right to freedom of beliefs, freedom of 

speech, and the right to information itself, according 

to which everyone is guaranteed the right to freedom 

of thought and speech, to free expression of their 

views and beliefs. Everyone has the right to freely 

collect, store, use and disseminate information orally, 

in writing or otherwise at their discretion. Part 3 of 

Clause 34 of the Constitution contains an exhaustive 

list of grounds for restriction of this right. 

Abovementioned right, which is established by 

the Clause 34 of the Constitution, may be deemed as 

"active" in its content, as it determines a certain degree 

of behavior. To implement it, a person should take an 

active action. This human right can be understood as 

an opportunity to act in any way, and in any form, to 

become a participant in the realm of information 

relations, except when there are direct prohibitions by 

law. Another group of human rights in the field of 

information, established by the Constitution, are 

aimed at limiting information interference in the 

private affairs of a person by the state or third parties. 

These norms are mainly protective in relation to 

specific legal relations in the information sphere. 

Along with that, in any state there should be 

provided all the necessary legal mechanisms to make 

all these rights and freedoms real enough, to make 

them workable and available. The term "ensuring the 

constitutional rights and freedoms of man and citizen" 

implies the existence of a certain system of their 

guarantee by state institutions. I.e. it is a question of 

existence: officially defined legal statuses of subjects 

of civil and administrative relations (including 

relations in the information sphere), competences of 

the corresponding power structures, institutions of 

public influence on the state power and other subjects, 

as well as tools of securing and protection, and other 

conditions for the actual realization of human rights 

and freedoms. In this aspect, all such means and 

institutions should be divided into so-called 

'jurisdictional' (including law enforcement, 

administrative, judicial - all those, which should be 

directly involved in protection and defense on the 

basis of substantive and procedural law), and 

'organizational' - aimed at creating the necessary 

conditions in the working process of public 

authorities, to be able to perform the functions 

assigned to them. 

 

The purpose of the study 

The main objective of this research article is to 

achieve an understanding of the content of 

'information rights and freedoms', which are declared 

by the Constitution of Ukraine, and to study what kind 

of legal mechanisms are existing to make these 

freedoms real in Ukraine, what features do they have 

in the information realm nowadays. 

 

Theoretical and methodological framework 

Methodology of the research is based on formal 

logical methods of analysis and synthesis, on a legal-

comparative method, and an axiological approach. 

Also it's widely used a juridical-dogmatical method in 

the analysis of main categories of the information law. 

Methodologically important, to clarify the 

common and different in the functioning of 

information relations in various societies and legal 

systems, is to draw some attention to previously 

published works dedicated to issues of 'new 

information order' inherent to current technological 

era. Among them it could be mentioned the works, 

which focused on contemporary social technologies of 

making consent (Bernays & Cutler, 1969), and the 

conscious and intelligent manipulation of the 

organized habits and opinions of the masses as an 

important element in democratic society (Bernays, 

2005), (Lippmann, 2019). Among classical works we 

also find some approaches useful for this research, for 

instance, the reflections on state's nature (Hobbes, 

2010) and basic human freedoms (Locke, 2006). The 

works of mentioned authors have found further 

reconsidering in such aspects as 'frontiers of justice' 

(Nussbaum, 2006), stability and social contract theory 

(Moehler, 2019), the status of Civil Society in the 

context of extraordinary powers implemented by the 

State (Stovpets, 2021), phenomena of freedom and 

justice in classical conservative and liberal 

interpretations (Borinshtein, Stovpets et al., 2021). 

It's also important to take into consideration an 

experience of some countries and societies with a long 

history of building mass communications from 

ancient times to nowadays (Stovpets, 2019), their 

success in integrating the state into the complex of 

social relations (Stovpets, 2020), and accelerating 

effect of such integration on the way to global 

scientific and technological leadership (Svyrydenko 

& Stovpets, 2020). Another side of this research is 

connected with the analysis of important legal 
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sources, which contain profound principles and 

mechanisms of realization of human rights and 

freedoms in the information realm in Ukraine 

(Constitution, 1996), and gives a juridical 

classification of information itself (On Information, 

1992), and defines the principles of international 

relations between Ukraine and European Union 

members on various matters of cooperation, including 

modern information sphere (Association Agreement, 

2014). In this relation, as methodologically important 

there could be considered also those works, which pay 

attention to organizational and legal bases of 

Information security policy of Ukraine (Kormych, 

2003), to the legal regulation of access to 'open 

information' (Kukshynova, 2012), to the legal-

philosophic problems of state policy in respect of 

information society in Ukraine (Stovpets, 2012), to 

constitutional mechanisms of regulation of 

information relations that existed a decade ago 

(Kormych, 2013), to the bright and the dark sides of a 

new Information Reality (Stovpets & Stovpets, 2020). 

 

The presentation of main ideas, results and 

discussion 

Guarantees of the human right to non-

interference in private life are based on Constitutional 

provisions, which in particular stipulate that: no one 

may be interfered with in his personal and family life, 

except in cases provided by the Constitution of 

Ukraine. The collection, storage, use and 

dissemination of confidential information about a 

person without his / her consent is not permitted, 

except as provided by law, and only in the interests of 

national security, economic well-being & human 

rights protection (Constitution, 1996: clause 32). The 

same article's norms determine the basic mechanisms 

for ensuring this right. The first of them is the right of 

a citizen to get acquainted in public authorities, local 

governments, institutions and organizations with 

information about himself, in case it's not a state or 

other secret protected by law. This right makes it 

possible to establish the very fact of collecting 

information about a person by public authorities and 

their officials, to determine their content, and to 

establish on this basis the degree of legality of such 

actions. Another mechanism is to guarantee judicial 

protection of informational rights: to refute inaccurate 

information about yourself and your family members; 

to claim the removal of any information about 

yourself and your family members; to demand 

compensation for material and moral damage caused 

by the collection, storage, use and dissemination of 

such inaccurate information. 

Derived from the right to privacy is the right to 

secrecy of correspondence, as in fact this right 

establishes an additional guarantee of non-

interference. In the Constitution of Ukraine this right 

is defined by a separate article, according to which 

everyone is guaranteed the secrecy of correspondence, 

telephone conversations, other correspondence 

(Constitution, 1996: clause 31). The main mechanism 

for ensuring this right is the rule that exceptions to the 

right to privacy, telephone conversations, 

correspondence can be established only by the court 

in order to prevent crime or find out the truth during a 

criminal investigation, if otherwise impossible to 

obtain information. In other cases, public authorities 

may not violate the human right to respect for private 

and family life. The above-mentioned basic human 

rights in the information sphere are supported and 

extended by a number of other constitutional 

provisions. In particular, the political and ideological 

diversity of public life is guaranteed, and a censorship 

is prohibited (Constitution, 1996: clause 15). The 

inalienability and inviolability of human rights and 

freedoms in Ukraine are guaranteed (Constitution, 

1996: cl. 21); the human right to respect for one's 

dignity is enshrined (Constitution, 1996: cl. 28). 

However, certain preconditions for the 

emergence of contradictions are laid down in Section 

II of the Constitution, in its terminology. This is due 

to the fact that Ukrainian legal science practically does 

not accept the existing classification of terms in 

Western constitutional law to define "human rights". 

Thus, in English terminology the following concepts 

are used: 'rights' - to define the inalienable human 

rights (to life, liberty, etc.); 'freedoms' or 'liberties' - to 

define civil and political rights and freedoms; the term 

'entitlements' - covers the economic and social rights 

granted by the state. In Ukrainian law, a single term 

"human rights" is used to cover all these notions 

(Kormych, 2003: 117). Thus, together with the 

already mentioned information rights and freedoms, 

the Constitution of Ukraine defines a number of rights 

that are informational in their object, but economic or 

social in their content. Above all, this is the rules, 

which guarantee the freedom of literary, artistic, 

scientific and technical creativity, protection of 

intellectual property, copyright, moral and material 

interests arising in connection with various types of 

intellectual activity (Constitution, 1996: clause 54). 

Every citizen has the right to the results of his / her 

intellectual and creative activity; no one may use or 

distribute them without his consent, except as 

provided by law. 

Unlike many other categories of human and civil 

rights, the implementation of human information 

rights may well be ensured by the judiciary 

(Constitution, 1996: cl. 55). Information rights mostly 

belong to civil and political rights and freedoms (i.e. 

freedom of speech, right to receive information, right 

to privacy, right to secrecy of correspondence, 

prohibition of censorship). For the realization of civil 

and political rights it is sufficient to use only such 

legal mechanisms, as the correct application of 

constitutional norms by the courts, and well-

developed sectoral legislation, combined with the 

adoption of a lawful court decision and its timely 
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implementation. Moreover, according to Part 3 of 

Clause 8 of the Constitution of Ukraine, constitutional 

norms are the norms of direct action. That means 

everyone is guaranteed to go to the court to protect the 

constitutional rights and freedoms of man and citizen 

directly on the basis of the Constitution of Ukraine. 

Instead, the realization of many social and 

economic rights depends not only on legal regulations, 

but also on the provision of appropriate material 

conditions. The latter is not the competence of the 

judiciary, but primarily of the executive branch of 

government and local self-government. For example, 

a court decision is not enough to ensure the 

development of science or the preservation of cultural 

heritage, including the preservation of historical 

monuments and other objects of cultural value (as 

mentioned in Clause 54 of the Constitution), because 

such tasks require specific material support. 

What is the real danger caused by the lack of a 

clear division of civil rights and freedoms, and socio-

economic human rights, in the Constitution? There are 

two danger factors here: in the field of legal 

consciousness, and in the field of law enforcement 

practice. Both of these factors are interrelated. The 

content of the first dangerous factor is an attempt to 

replace political problems with socio-economic and, 

accordingly, reduce public attention to the protection 

of inalienable rights and freedoms. The results of 

many sociological studies show that the attention of 

the population to socio-economic aspects - as living 

standards, employment, wages level, economic status 

in general - significantly outweighs people's attention 

to political ones, in particular, to freedom of speech, 

the problems of transparency of government. This 

state of affairs has its negative consequences. In fact, 

it shuts down such an important tool of democracy as 

public control over power, which is the main possible 

mechanism for overcoming most problems in the 

relationship between government and society. 

Now it is necessary to pay attention to the 

analysis of separate legal mechanisms existing in the 

Ukrainian legislation concerning possibilities of 

realization of various types of information rights. It is 

about directly obtaining information on the initiative 

and in the interests of a particular person through his 

independent actions, and the obligation of the state to 

bring information to society, make it accessible and 

widely known (first of all, we mean such types of 

information as legal, environmental, political - during 

the election process, statistical, and others). The 

Constitution of Ukraine defines 'the right to make 

applications' as a mechanism by which a person can 

fulfill his / her rights and legitimate interests in 

relations with public authorities, in particular with 

regard to access to and receipt of information from 

these administrative institutions. Under this provision, 

everyone has the right to send individual or collective 

written appeals, or to make personal appeals towards 

public authorities, local governments, and to officials, 

who are obliged to examine the appeal and give a 

reasoned response within the statutory period 

(Constitution, 1996 : clause 40). 

The issues of practical realization by citizens of 

their right to appeal granted to them by the 

Constitution of Ukraine are also covered in the Law of 

Ukraine "On Citizens' Appeals". According to this 

Law, citizens of Ukraine have the right to apply - to 

public authorities, local governments, associations of 

citizens, enterprises, institutions, organizations 

(regardless of ownership), media, officials in 

accordance with their functional responsibilities - with 

comments, complaints and proposals concerning their 

statutory activities, with a statement or request for the 

realization of their socio-economic, political and 

personal rights and legitimate interests, and a 

complaint about their violation. Citizens' appeals 

should be understood as proposals (comments), 

statements (petitions) and complaints set forth in 

writing or orally. Public authorities, local 

governments, enterprises, institutions, organizations 

regardless of ownership, associations of citizens, and 

officials consider citizens' appeals without charging a 

fee (On Citizens’ Appeals, 1996: clause 21). 

The answer based on the results of consideration 

of applications (petitions) must be given by the 

administrative body that received these applications 

and which is responsible for resolving the issues 

raised in the applications (petitions), signed by the 

head or the person performing his duties. The decision 

to refuse from the satisfaction the requirements set 

forth in the application (petition) shall be brought to 

the notice of the citizen in writing with reference to 

the Law and stating the reasons for refusal, as well as 

with an explanation of the procedure for appealing the 

decision (On Citizens’ Appeals, 1996: cl.15 pt.3-4). 

The law provides for the possibility of citizens to 

apply to certain government entities by submitting 

electronic petitions. Thus, citizens can make an 

application to the President of Ukraine, the Verkhovna 

Rada of Ukraine, the Cabinet of Ministers of Ukraine, 

and local administrations with electronic petitions 

through the official website of the body to which it is 

addressed, or the website of a public association that 

collects signatures in support of electronic petitions. 

 

Conclusions 

Summarizing this study, we note that it's not 

enough to make a list of rights and freedoms regarding 

information, its circulation, use, consumption, 

managing, protection, and so on. We obviously need 

a set of appropriate mechanisms to make all these 

rights available. Despite the fact that judicial 

protection is defined in the Constitution of Ukraine as 

a self-sufficient mechanism for ensuring human rights 

and freedoms, it is only one of the elements in the 

system for ensuring these rights. Thus, considering the 

implementation of constitutional guarantees, one 

cannot ignore the primary role of executive bodies and 
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local self-government. The day-to-day activities of 

these bodies must create appropriate conditions for 

citizens to fulfill their rights and legitimate interests. 

After all, the realization of human and civil rights and 

freedoms takes place through the channels of 

executive power in cooperation with civil institutions. 

As for judicial protection, it is applied in cases where 

a violation of the law has already occurred. But the 

main task of the executive branch is to create 

conditions under which such violations will not occur, 

or will be minimized. 

The important role of administrative-legal 

relations in guaranteeing the human right to 

information is determined by the Law of Ukraine "On 

Information", in which 'the guarantee' is considered as 

the creation of necessary conditions. The law 

stipulates that the right to information is ensured by: 

- creation of a mechanism for satisfying the right 

to information; 

- creating opportunities for free access to 

statistical data, archival, library and museum funds, 

other information banks, databases, information 

resources; 

- the duty of the subjects of state power to inform 

the public and the media about their activities and 

decisions; 

- the duty of the subjects of state power to 

determine special units or responsible persons to 

ensure access of inquirers to public information; 

- implementation of state and public control over 

compliance with information legislation; 

- establishing liability for violation of 

information legislation. 

An equally important constitutional mechanism 

is the control by institutions of the civil society. 

Moreover, a specific interdependence is realized on 

the example of the right to freedom of speech. On the 

one hand, the observance of this right is impossible 

without effective public control, on the other - in the 

absence of this right, public control itself will be 

ineffective. The development dynamics of the human 

rights institutions shows that at all times, 

unfortunately, the greatest oppression, violations and 

restrictions of information rights and human freedoms 

have been experienced due to the state (its bodies, 

departments, leaders and officials at various levels). 

This is explained by the tendency of state power to 

"self-concentration and self-growth." In a developed 

democratic society, such dangerous tendencies must 

be offset by a system of separation of powers, checks 

and balances, and limited with the control by civil 

society institutions and the international community. 
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